About This Guide

This guide draws on a survey commissioned by Usercentrics and conducted by Sapio
Research in May 2025, capturing the views of 10,000 consumers across the US, UK,
Germany, Spain, Italy, and the Netherlands. It uncovers generational divides in digital trust
- spanning privacy, data sharing, and control over personal information — and shows where
Gen Z is breaking away, with insights distilled into actionable takeaways to help marketers
earn trust, fuel growth, and stay ahead of shifting consumer expectations.



WINNING GEN Z: A MARKETER'S
GUIDE TO DIGITAL TRUST

Fresh survey data confirms what many marketers are already sensing:
Gen Z is rewriting the rules of digital trust.

They'll trade privacy for convenience, yet click “accept all” less often than ever.
They're the demographic most open to sharing data for Al, yet the most cautious
about how they’re profiled. They put more faith in social media companies than
governments, but still expect honesty and transparency above all else.

The power and paradox of Gen Z

Seems contradictory? It isn’t. It's a generation actively deciding who earns their
loyalty and on what terms. With spending projected to reach USD 12 trillion by
2030, Gen Z is the generation no brand can afford to ignore.

For marketers that means one thing: the playbook shifts from “capture data”
to “earn permission.” This report unpacks six shifts that matter most and shows
how to respond — clearly, credibly, and on their terms.

“Brands that act now, with cultural fluency, transparency,
and respect for data, will shape the trust framework that
defines the next decade of customer relationships.”

Adelina Peltea

I — CMO at Usercentrics



https://nielseniq.com/wp-content/uploads/sites/4/2025/05/NIQ_GenZ-Report_Final.pdf
https://nielseniq.com/wp-content/uploads/sites/4/2025/05/NIQ_GenZ-Report_Final.pdf

The privacy gap: from
unaware to power users
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What this means for marketers

) Trust builder: Replace legalese with human language and interactive formats. Use
short-form video, quick explainers, and in-app information flow. Show why you
collect data in ways that make sense in their world, like how Duolingo uses playful
pop-ups to explain why permissions are needed.



SHIFT 2

Convenience rules:
on their terms
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If privacy is where Gen Z is divided, convenience is where they’re united.
They’re willing to share data, but only if the payoff is clear.
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For Gen Z, data sharing isn't blind trust, it's a deal. If it makes life go more
smoothly or makes experiences more personal, they’'ll say yes. But the
conditions are non-negotiable: transparency, security, and clarity come first.

What this means for marketers

Convenience may open the door, but trust keeps it open. Show how you protect
data every time you ask for it, or risk losing them to a competitor.
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The rise of selective consent
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What this means for marketers

) Trust builder: Treat cookie banners like a handshake: short, decisive, and
confidence-building. Highlight the upside of saying yes and enable confidence by
making control feel effortless.



SHIFT 4

Platform loyalty over
institutional faith
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Gen Z doesn't place their trust where older generations do.
For them, familiarity often outweighs authority.

4 N
38% of Gen Z say they trust social media platforms with their data. By contrast,
just 37% trust government institutions, the lowest level among all generations.

@ For Boomers, it's the opposite: 71% trust government institutions, and only 4% trust
social media.
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Trust for Gen Z lives in the platforms they use daily, not in institutions.

Most trusted industries when it comes to data collection and handling

Banking and financial institutions

Government / public sector services

Medical and pharmaceutical companies

Technology services

Technology hardware

Social media platforms

Travel and hospitality companies

Retail brands

Automotive brands




What this means for marketers

Don't lean on perceived institutional credibility or seals of approval alone. To
earn Gen Z's trust, show up where they are, in the spaces and communities they
value and speak the language those spaces demand. But more importantly,
listen and learn more than you broadcast.
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Redefining “sensitive”:
from security to identity
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What this means for marketers

Trust builder: Audit your personalization strategies to ensure identity cues create

relevance, not boxes. Think beyond one-off actions. A single on-sale purchase
doesn’'t make someone a ‘budget shopper.

Explain what data you collect, why, and most importantly, what'’s in it for them.

Provide users with effortless control so personalization feels like empowerment,
not profiling.



SHIFT 6

Open to innovation:
on their terms
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Gen Z is cautious, but they’re not closed off. Among all generations, they're
the most open to data sharing for new technologies.
But only when the value is clear.
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Openness doesn’'t equal blind trust. It's conditional. Trust must be earned, not
demanded or assumed.

What this means for marketers

If you want Gen Z to fuel your innovation, invite them in. Give them
transparency, let them choose, and credit their role in shaping what'’s next.
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The Gen Z trust playbook:
10 things marketers can do today






Closing thought: Gen Z is
defining the future of digital trust

Gen Z isn't just another generation to market to. They’re a stress test for the
future of digital trust. Their choices today signal where consumer expectations
are headed: demanding relevance without intrusion, transparency without
jargon, and value without compromise.

For marketers, this is a turning point. The brands that will thrive in the next
decade won't be those shouting the loudest or treating their customers as
passive consumers, but those trusted the most.

Trust is the new growth engine. The window to earn it is open now, but it
won’t stay open forever.

“The next decade of growth will be powered by deeper
trust. Gen Z is setting the pace — and the rest of the
market will follow.”

Adelina Peltea

] — CMO at Usercentrics
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